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Abbreviations

AKEP Electronic and Postal Communications Authority 

ASP Albanian State Police

CSAM Child sexual abuse materials. (While the Albanian legislation 

refers to child pornography only, this report will use the 

more comprehensive and fair expression of CSAM.) 

CSEA Child sexual exploitation and abuse

ICACCOPS  Internet Crime Against Children Child 

Online Protective Services

ICT Information and Communication Technology

IIOC Indecent images of children; one type of CSAM

IP  Internet Protocol
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NCMEC National Center for Missing and Exploited Children

P2P  Peer-to-peer

SOP Standard Operating Procedure



6

Table of ContentsDisclaimer 3

Acknowledgments 4

Abbreviations 5

1. Background 8

2. Aim and methodology 10

3. Key findings 12

 3.1 Online child sexual abuse in Albania is a significant  
but unaddressed issue 12

 3.2 Ineffective investigation and non-existent proactive approaches 13

 3.3 Digital forensics unable to cope with massive backlog of cases 25

4. Conclusions 30

Annex 1: Stakeholders interviewed 31



7



1.  
Background

1 https://www.nytimes.com/interactive/2019/09/28/us/child-sex-abuse.html

2 https://www.iwf.org.uk/report/2018-annual-report

3 #iamsafeonline is a flagship programme of UNICEF Albania which, since 2017, has brought together 
traditional and non-traditional partners to progressively attack online child sexual exploitation and 
abuse and is supported by the End Violence Fund. Composed of several interdependent building 
blocks, the #iamsafeonline national initiative has significantly contributed to increased capabilities 
across the six domains of the WePROTECT Global Strategic Response (research, policy and 
legislation, criminal justice, victim support and empowerment, technology and societal).

Over the past decade, the distribution of child sexual abuse materials (CSAM) 

has increased exponentially and over an alarmingly short period of time. Some 

45 million child sexual abuse pictures and videos were reported by US-based 

technology companies last year, twice as many as in the year before. These are 

not simply images or videos, but evidence of severe sexual abuse of hundreds 

of thousands of children around the world.1 According to the Internet Watch 

Foundation, 105,047 webpages showing the sexual abuse of children were removed 

in 2018.2 Among those child sexual abuse images, 53 percent depicted children 

under the age of ten years, and 28 percent involved rape and sexual torture.

Prior to UNICEF Albania’s first fully fledged child online safety programme (supported 

by the WePROTECT Global Alliance in 2015 and later expanded through the 

#iamsafeonline programme supported by the End Violence Fund),3  

there was little or no awareness of the complexity and scale of this child protection 

risk in the country. Government, the criminal justice sector and the general public 

did not have a clear understanding of the latest threats. The capacity of parents to 

understand and protect their children from online harm was moderated because 

they themselves are often not technically literate. Limited government resources 

were directed towards dealing with the problem and, because legislation did not 

explicitly acknowledge Internet safety, the criminal justice system experienced 

significant challenges for prevention, protection and prosecution. As a result, 

Albania’s children were exposed to child protection risks that were hidden in 

plain sight and the victims had little or no access to the support they required.

To address this situation, UNICEF, through its flagship #iamsafeonline programme 

initiated a comprehensive evidence generation process through three-tier research:

8

https://www.nytimes.com/interactive/2019/09/28/us/child-sex-abuse.html
https://www.iwf.org.uk/report/2018-annual-report
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- One Click Away, a national survey conducted 

in 2018–2019 by UNICEF Albania, explores the 

experiences of children across various dimensions 

of their use of the Internet and parental use 

of the Internet and to what extent parents 

mediate their children’s online experiences.4

- WebFactor: Assessment of the Legal Framework 

and Institutional Readiness to Address Child 

Sexual Exploitation and Abuse Online in Albania, 

is a comprehensive analysis of the prevention and 

response mechanisms to online child sexual abuse 

and exploitation in the country, through undertaking 

an assessment of the legal, institutional and 

human resources available to tackle the issue.5

- The Lost Cases—the most challenging of the 

three studies because of the sensitivity of the data, 

unknown terrain of digital forensic and cybercrime 

and lack of specialised technical knowledge — 

and which comprises the present document. 

An in-depth assessment was undertaken between 20 May and 20 November 

2019, involving key law enforcement actors responsible for the identification, 

management and investigation of cases of online child sexual abuse and 

exploitation, as well as a wide range of duty bearers and other actors 

responsible for protection of children from online crimes. The report is a 

synthesis of the key findings and proposed recommendations presented to 

the Ministry of Interior in a dedicated meeting on 20 November 2019.

The authors would like to acknowledge the valuable contribution and openness 

of the Ministry of Interior of Albania with regard to assessing existing practices in 

investigations into online crimes against children. We also appreciate the contributions 

of the representatives of the Albanian State Police, Prosecutor’s Office, Judiciary, 

National Authority for Electronic and Postal Communication, international partners, 

and representatives of the Information and Communication Technology (ICT) industry.

4 https://www.unicef.org/albania/documents/one-click-away

5 Bisha, E., Sulstarova, A., Shapo, Zh. and Ymeri, H., WebFactor: Assessment of the Legal Framework 
and Institutional Readiness to address Child Sexual Exploitation and Abuse online in Albania, UNICEF in 
Albania/ Shapo Consulting, Tirane, 2019. Available at: https://www.unicef.org/albania/reports/webfactor

Children’s experience of 
Internet use in Albania

One Click Away

https://www.unicef.org/albania/reports/webfactor
https://www.unicef.org/albania/reports/webfactor
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2.  
Aim and methodology

‘The Lost Cases’ report aims to shed light on criminal 

investigations into online child sexual abuse and 

exploitation (CSAE) cases in Albania. It is a deep-

dive assessment that aims to unearth the roots 

of the barriers hampering effective responses by 

Albanian law enforcement agencies to online CSAE. 

Secondary data analysis was used to ensure a comprehensive understanding 

of the Albanian legal and policy framework and for mapping of the roles and 

responsibilities of key actors. The assessment relied mostly on primary data 

collection, through direct observation and first-hand key informant interviews 

with law enforcement actors responsible for the identification, management and 

investigation of cases of online CSAE, as well as with other relevant duty bearers. 

The list of the stakeholders involved in the assessment can be found in Annex 1.

Preliminary findings were shared and thoroughly discussed through three tailored 

workshops organised in the Autumn of 2019. The workshops gathered the key 

stakeholders involved in the investigation of cases of online CSAE, including law 

enforcement agencies and representatives of Internet and telecommunication 

industries. Workshop sessions focused on the following subjects: 1) Identification 

of end users through the IP address and related bottlenecks, 2) Prioritisation of 

indecent images of children, and 3) Categorisation of indecent images of children.

The findings are structured into three sub-chapters: 1) The magnitude 

of the problem of online child sexual abuse and exploitation and where 

Albania is involved, 2) Bottlenecks and recommendations related to the 

investigative processes, both reactive and proactive, and 3) Bottlenecks and 

recommendations related to the process of digital forensic examination. 
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3.  
Key findings

3.1 Online child sexual abuse 
in Albania is a significant 
but unaddressed issue

6 https://www.associazionemeter.org/index.php/informati/report-annuali/
cat_view/2-report-annuali/42-comunicati-stampa-e-report-2018

7 US-based international organisation that receives reports of child sexual abuse and exploitation, 
and puts resources and information at the disposal of law enforcement agencies throughout the 
world to ensure prevention and protection of children from CSEA, https://www.missingkids.org/

8 Based on Article 117 of the Albanian Criminal Code, which regulates and 
criminalises the various activities related to child pornography.

The assessment revealed the magnitude of the problem of child sexual abuse 

and exploitation online in Albania by looking at the cases referred to the Albanian 

State Police (ASP), as well as other intelligence sources. Multiple channels of 

evidence indicate the scale of a significant problem that is going unaddressed. 

The Italian non-governmental organisation Meter Onlus, which works to fight 

against paedophilia in Italy and abroad, highlighted in their 2018 annual online 

report that the Albanian domain .al is the third highest in Europe with regard to 

the hosting of indecent images of children (IIOC) and eighth highest in the world.6 

Based on the information obtained, the assessment found that the Cybercrime 

Unit at ASP is receiving anywhere between 5,000 and 20,000 referrals a year 

from international partners such as Interpol, Europol and the National Center for 

Missing and Exploited Children (NCMEC)7,  indicating possession, distribution, 

production and use of CSAM in Albania. NCMEC alone referred 6,300 cases 

of IIOC from January to October 2019, 7,800 in 2018, and 1,200 in 2017.

These referrals should in principle trigger immediate intervention by the Albanian 

investigators (reactive investigation) because any delays can result in further 

and potentially serious consequences for the victims. However, the official 

annual data of the Ministry of Interior show that from 2016 until the end of 

2018, only twelve cases were investigated and only one case was detected.8

20.000

5.000

3rd

8th

2016-2018

referrals / year 
from international 
partners

ONLY 12 CASES
INVESTIGATED

ONLY 01CASE
DETECTED

CYBERCRIME UNIT 
AT ASP RECEIVES

Albanian 
domain .al is the

with regard to 
the hosting of 
indecent images 
of children 
(IIOC) and  

highest in 
the world

highest  
in Europe 

https://www.associazionemeter.org/index.php/informati/report-annuali/cat_view/2-report-annuali/42-comunicati-stampa-e-report-2018
https://www.associazionemeter.org/index.php/informati/report-annuali/cat_view/2-report-annuali/42-comunicati-stampa-e-report-2018
https://www.missingkids.org/
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Some referrals might be linked to Kosovo, owing to cultural similarities with 

Albania, with uploading of pictures of naked children on the beach with their 

family, or of circumcision for celebration, and with such practices argued by 

some as cultural norms.9  Nevertheless, this still does not explain the lack of 

cases being investigated. Even on the basis that 99 percent of the referrals 

from reputable international institutions are incorrect, ASP should still have the 

grounds for investigating somewhere between 50–200 cases a year.

Meanwhile, data obtained from the ICACCOPS10  system, to which ASP has 

access, highlighted that in the period 17–22 June 2019, ten users in Albania 

accessed 20,731 CSAM. First-hand data obtained for the purposes of this report 

from the CPS11  system showed that, on average, 200 users in Albania were 

accessing and sharing such files. 

This type of information should, in principle, trigger not only an immediate 

reactive action, but also full-scale, proactive investigative actions. Regular web 

scanning and undercover operations in the digital environment where child sexual 

offenders may operate are well-known examples of proactive investigation of 

online CSEA. However, Albanian law enforcement agencies did not indicate any 

such practices had been undertaken.  

Recommendations 
The Government  should, without any delay, recognize the magnitude of the 

problem of online CSEA in Albania, give  a required political priority and needed 

resources, to put an end to this rapidly growing and devastating crime.

9 Explanation provided by some of the ASP Cybercrime Unit officers.

10 ICACCOPS is an American police-based (FBI) intelligence gathering programme that 
monitors in real-time Peer-2-Peer networks sharing and exchanging of CSAM and IIOC.

11 CPS (Child Protection system) is a UK-based software suite that law enforcement use to 
investigate crimes related to the sharing of child sexual abuse and exploitation images.

3.2 Ineffective investigation 
and non-existent proactive 
approaches

The Lost Cases assessment covers the present, existant pathways of both 

reactive and proactive investigation frameworks of investigation into child 

sexual abuse online.

The General Police Directorate operates a sector for the Investigation of 

Computer Crimes (Cybercrime Unit), which is in charge of the investigation of all 

crimes related to computers and the Internet, including child sexual abuse and 

If 1% of the 
referrals would 
be correct, ASP 
should still have 
the grounds for 
investigating 
somewhere 
between 

50-200 
cases a year.

The CPS 
system showed

200 users 
in Albania were 
accessing and 
sharing CSAM.

Data from 
ICACCOPS 
system between 
17-22 June 
2019 reveal 

10 users in 
Albania accessed 

20,731 
CSAM
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Figure 1. The procedural pathway for the investigation and prosecution of cases 
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exploitation online. As of November 

2019, the Cybercrime Unit comprised 

a chief of sector and seven members 

of staff. Additionally, there are two 

specialists trained and focused on 

cybercrime cases in the Tirana Police 

Directorate. With the exception of Tirana, 

the other district police directorates 

have no such specialised staff. 

All the police officers contacted for the 

purposes of the present assessment 

underlined that there are no provisions 

in the current Albanian legislation 

that allow police officers to initiate 

investigations into a suspected 

crime committed against children, 

without a prosecutor’s approval. 

All requests to action investigation 

or request information from any 

institution, department or the private 

sector require authorisation from the 

Prosecutor’s Office. In many of the 

investigative steps, Cybercrime Unit 

officers act as Judicial Police Officers 

on behalf of the Prosecutor’s Office.

Examining the efficiency of the 

investigation pathway took into 

consideration the element of the 

time required for each step, as well 

as the overall time required for 

the process, from referral to court 

submission of the case (Figure 1)
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for on-site examination of live machines and 

devices. It collects all exhibits and delivers 

materials to the sector for the Examination 

of Computers and Audio-Video (from now on 

referred to as Computer Lab) for examination.

Investigation strategy: The Prosecutor 

is in charge of drafting questions for the 

Computer Lab and officially requesting 

the examination of exhibits.

Examination: After the examination 

of exhibits by the Computer Lab, the 

results are submitted to the Prosecutor and 

Cybercrime Unit to ascertain whether the 

images of children are indecent. This part of 

the examination is undertaken manually, 

without the aid of any forensic tools12

Age determination: Indecent images are 

referred to the Institute of Forensic Medicine 

for the determination of the age of the child. 

The forensic doctor determines the age, without 

any guidance to assist in the process. In the vast 

majority of the cases where age determination 

is required, there is no supplementary 

information other than the picture itself. 

Submission: The final case file is submitted 

to the Prosecutor by the Cybercrime Unit, 

who will take it onwards to the judge. Both 

the Prosecutor and Judge are expected to be 

involved in the investigation and send the 

case files back for further investigation.

12 Lack of forensic tools such as the one described in detail 
in the third section of this chapter, means that the examiners 
cannot review the metadata of the images, identify first 
generation images, or even avoid seeing CSAM that has 
already been identified and stored in hash databases.

Reporting: The Cybercrime Unit receives 

referrals from international partners such as 

Interpol, Europol and NCMEC, and national 

reporting through emails, online platforms, 

telephone, police stations and National Child 

Helpline ALO 116 111, among others. Depending 

on whether the case has an online component, 

an organized crime element or involves a 

child, determines where the case is assigned. 

As a general approach within the ASP, if 

there is an online component to the broader 

investigation of the case, the Cybercrime Unit 

will be assigned to lead the investigation.

Case preparation: A nationally referred 

case may take up to three days to be prepared 

and submitted to the Prosecutor’s Office for 

a decision, while internationally referred 

cases may require longer for evidence to be 

gathered and a case put before the Office. 

Resolving IP addresses: Whenever 

the police officers require information 

on the end user of a specific Internet 

connection by resolving the IP address of 

that connection, they need to go through the 

Prosecutor’s Office. The Prosecutor’s Office 

then authorises initiation of IP resolution 

requests through the Cybercrime Unit 

officers acting as Judicial Police Officers 

(Oficerë të Policisë Gjyqësore) and preparing 

the paperwork and submitting to the ISPs.

Obtaining warrant: Warrants from 

the judge are required by prosecutors 

when the ISPs have provided records 

that identify account holders. 

Executing warrants: The Cybercrime Unit 

does not have the necessary forensic tools 

The procedural pathway for the 
investigation and prosecution of cases
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Specific findings
For national cases, ASP is given three days by the Prosecutor’s Office in which to 

prepare a file which is not enough. For international cases, greater time can be 

taken to gather evidence, but this ultimately delays accessing the actual exhibit 

involved in the commission of the crime. The Prosecutor has one month to decide 

on a case from the point at which it is submitted by the Police. If no name is 

registered in the case, as is the case 

for the vast majority of online crime 

cases, the Prosecutor can have up to 

six months to make a decision. On 

average, however, the Prosecutors are reported to take three months to decide. 

An IP address is a series of numbers that serves to identify a particular user of 

the Internet and their location. In order to receive information on a certain IP 

address, the police officers are obliged to go through the Prosecutor’s Office, 

who, if it decides to support the request, will 

proceed with a request for the ISP through the police 

officers that serve as judicial officers. All requests 

to judges, or even third parties such as private 

industry, must go through the Prosecutor’s Office. As a result, even a single 

criminal case generates multiple approval requests from the Prosecutor’s 

Office through the course of the 

investigation. Lack of resources 

at the Prosecutor’s Office means 

that prosecutors are frantically 

working on the investigation while 

also trying to prepare for cases 

in court. This situation arises 

often because the prosecutor 

lacks the necessary understanding and capacity with regard to crimes 

committed in cyber space and the functioning of Internet-related technology.

Overall, a case may take up to 
nine months or longer from 
reporting to being sent to court. 

Often the police are unable to 
register the referrals because the 
Prosecutor will not accept a case 
based on a string of numbers (IP 
address) as sufficient evidence 
to permit an investigation.

Resolution of IP addresses to a single 
account holder is a significant bottleneck 

in all online sexual abuse cases.

The numerous steps, the lack of understanding of the technical 
aspect of Internet technology and the long time required for each 
step make this process highly cumbersome and ineffective.
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Moreover, resolving an IP address encounters 

several additional bottlenecks at the ISP end. It is not 

always possible to get a 1 : 1 relationship between 

the public IP address and the end user. According 

to the Albanian law on Electronic Communications, Internet service providers 

are obliged to keep records on their end users for at least two years, for criminal 

investigations purposes.13

Some ISPs believe that two years is a long time for keeping records and that this time 

period should be reduced. Furthermore, while large ISPs are mandated by the 

Electronic and Postal 

Communications Authority 

(AKEP) to keep records, 

when they re-sell to smaller 

providers, the responsibility 

for keeping records is 

supposed to be handed over 

to the smaller provider 14 who often lack any capacity to adhere to such a 

requirement. It seems that there is a lack of agreement over whether it is the 

responsibility of large ISPs or of public authorities to oblige re-sellers to abide by this 

legal requirement. Abiding by the legal obligation bears considerable costs also for 

large ISPs, who have admitted not having put in place a system for rßecord keeping 

due to high investment costs. These ISPs have obtained their licence to operate from 

AKEP, despite their non-compliance with the legal requirement. In addition, in smaller 

villages and towns, an account holder might re-sell or share their Internet account to 

many others in the area, thus making final identification almost impossible. 

As reported by ASP, 

responses from ISPs to IP 

resolution requests take 

on average 4–6 months, 

with some cases taking considerably longer, further delaying the investigation 

process. These delays, whenever they occur, are in also in contradiction with the 

law,15 which obliges ISPs to provide, without delay and also in electronic form, the 

required information from public authorities for criminal proceedings. 

Despite having had the training and subsequent secure access to use the 

ICACCOPS system, Cybercrime Unit is currently unable to use this system and 

conduct proactive investigations, and so this effective tool remains unutilised. 

The prevalent view is that the current regulatory framework does not allow for the 

use of such a system, despite it being used by various law enforcement agencies 

13 Law No. 9918, date 19.05.2008, ‘On electronic communication in the Republic of Albania’.

14 Large ISPs are usually large Internet service providers and telecommunications 
operators usually operating at a national, or almost national, level. Re-sellers are usually 
smaller economic operators that will cover limited geographical areas.

15 Ibid., Article 101/6.

Responses from ISPs to IP resolution 
requests take on average 4–6 months, with 

some cases taking considerably longer

It is not always possible to get a  
1 : 1 relationship between the public 

IP address and the end user

Large ISPs are mandated by the Electronic 
and Postal Communications Authority 
(AKEP) to keep records, when they re-sell 
to smaller providers, the responsibility 
for keeping records is supposed to be 
handed over to the smaller provider
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internationally, including the FBI. Several actors have put forward an explanation 

according to which the ICACCOPS is not formally recognised by Albania’s legal 

and institutional framework and thus data obtained from it are not accepted by 

prosecutors.

Currently, any cases involving indecent images of children will require the 

Cybercrime Unit to forward all images to a legal medicine physician to determine 

the age of the child in the images. This approach is not tenable as more and 

more cases will require more and more full-

time legal medicine experts to determine the 

age of children in thousands of photographs or 

other audio-visual materials. There are no 

guidelines in place on how age determination 

by forensic medicine from photographs alone is 

to be achieved and indeed why an investigator 

from the Cybercrime Unit or Child Protection Unit or an examiner from the 

Computer Laboratory cannot undertake this task. 

Overall, it was made clear during the assessment process 
that the different actors that have a role to play in 
the investigation process do not talk to each other in 
a systematic way and often operate in isolation. 

Opportunities to work more closely with each other, discuss possible 

challenges faced by each stakeholder and identify solutions to common 

problems are missing, and often communications are kept only formally through 

correspondence. The opportunities provided for the various actors to sit together 

at the round tables organised as part of this assessment have already served 

to identify misconceptions and help actors understand one other better. 

There are no guidelines 
in place on how age 
determination by 
forensic medicine from 
photographs alone
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One of the most daunting findings is that the Cybercrime 
Unit does not currently engage proactively in the 
investigation of crimes committed against children online. 

No undercover operations or simulations are conducted by the unit even 

though Article 294/a of the Criminal Procedural Code allows for simulated 

actions.16 Also, as already observed, the Cybercrime Unit does not proactively 

gather evidence or intelligence to identify and 

monitor suspects from classified programmes 

such as ICACCOPs, chat rooms, etc.

According to the interviews conducted with judges 

and the School of Magistrates, due to the complexity 

of the issue and lack of exposure to such crimes, the vast majority of judges do 

not understand and have not been exposed to digital 

evidence and cases of online sexual exploitation of 

children. No cases were obtained or noted to have 

been trialled during the assessment period and, 

therefore, it is unknown how the judiciary deals with 

such cases. The two judges interviewed felt that 

the provisions in law are often unclear with regard 

to cybercrimes and they lack expert guidance.

16 Bisha, E., Sulstarova, A., Shapo, Zh. and Ymeri, H., WebFactor: Assessment of the Legal Framework and 
Institutional Readiness to address Child Sexual Exploitation and Abuse online in Albania, UNICEF in Albania; 
Shapo Consulting, Tirane, 2019, page 44: Pursuant to the Albanian Criminal Procedural Code, Article 294/a, 
a judicial police officer or a person authorised by, and under the supervision of, the competent Prosecutor 
may simulate the purchase of illegal items or carry out other simulated acts, in order to detect and collect 
evidence on persons suspected of committing a crime. When doing so, the police officers or the authorised 
persons should avoid becoming an agent provocateur. This internationally recognised technique requires 
the simulating officer to conduct the operation in such a way as not to provoke a criminal act. In the Albanian 
legislation provocation is defined in Article 294/a (3) as a situation where the simulating agent pushes a 
person to commit a crime, which would not have been committed had the simulating agent not intervened. 
This article establishes that when provocation is proven, the collected evidence cannot be used. However, 
establishing whether provocation has occurred is a matter for the court to decide, on a case by case basis.

No undercover 
operations or 
simulations are 
conducted

The Cybercrime 
Unit does not 

proactively 
gather evidence 

or intelligence 
to identify and 

monitor suspects

Due to the complexity of the issue and lack of exposure 
to such crimes, the vast majority of judges do not 
understand and have not been exposed to digital evidence 
and cases of online sexual exploitation of children.

https://www.unicef.org/albania/media/2151/file/2019 Webfactor Assessment of CSEA Online in Albania.pdf
https://www.unicef.org/albania/media/2151/file/2019 Webfactor Assessment of CSEA Online in Albania.pdf
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Recommendations 

Below, we provide some recommendations for the relevant actors to address the bottlenecks identified in this 

section of the report. When referring to acts committed in and through cyberspace, the need to act quickly 

in order to obtain the evidence necessary for prosecution is paramount. Long investigative processes and 

delays in the various steps of the investigation unsurprisingly decrease the likelihood that the investigation 

will be successful. The methods used by law enforcement agencies to investigate crimes committed 

prior to the digital era are no longer adequate and often irrelevant when dealing with the evolution 

of cybercrime and the ever-changing world of technology. In cases of online crimes against children, 

and particularly with regard to CSAM, the IP address from the referrals and other sources, such as the 

P2P monitoring system, is credible evidence based upon which an investigation must start. Only 

once the investigation commences can the IP address be linked to an account holder, and only then can the 

warrant be executed, the computer and other devices seized, the evidence found, and the crime clarified. 

A joint taskforce between the police 
and prosecutors should be established under 

the leadership of the Ministry of Interior and the 

General Prosecutor’s Office. This body should 

identify the most effective inter-institutional 

collaboration format to address these crimes, 

for which joint understanding and recognition 

of barriers and bottlenecks, and adoption of 

strategies to overcome those, shall be the first, 

most fundamental, objective. The taskforce should 

look into opportunities for making the collaboration 

between ASP and the Prosecutor’s Office more 

effective and operational, and facilitate and 

accelerate investigation and prosecution of cases of 

online child sexual abuse. The joint structure should 

serve the purpose of consolidating investigation 

and prosecution practices with regard to online 

crimes involving children. It should also serve 

as a leading team to advise and support other 

professionals dealing with these crimes in the 

Prosecution and ASP, making recommendations 

for legal and policy improvements that stem 

from the practice of dealing with such cases.

A larger coordination mechanism to 
include, in addition to the police and 
prosecutors, the main ISPs, AKEP, 
representatives of the justice system, 

as well as other actors who bring technical 

expertise, e.g. representation of Europol, UNICEF 

Albania, and other key contributors, should also 

be established. The role of this coordination 

mechanism would be to meet regularly to 

exchange information, discuss systemic barriers 

and share experiences, identify opportunities 

for collaboration and joint programmes, and 

ultimately monitor overall progress. 

The law and policymakers (Parliament, Ministry 

of Interior and Ministry of Justice in particular) 

are strongly advised to establish a pool of 

specially trained prosecutors, as an urgent, 

though perhaps temporary, measure, to deal with 

the Cybercrime Unit, the Computer Laboratory 

and the Domestic Violence and Child Protection 

sectors. Over time as technical knowledge 

grows, this provision may be revised. 
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The structure of the Cybercrime 
Unit should be revised to establish a 
Cybercrime Directorate at the Albanian 
State Police General Directorate. Elevating 

the status of the responsible structure for 

cybercrimes within ASP would potentially increase 

their budget and decision-making power and at the 

same time it would represent an acknowledgment 

from ASP of the increasing weight the Internet and 

its related technologies currently hold, including that 

of crimes. One specific section within the directorate 

should be tasked with investigating exclusively 

crimes against children in cyberspace. The 

Cybercrime Unit or Directorate should plan through 

an officially approved workplan, the conducting 

of a pro-active online investigation by using 

intelligence gathering systems such as ICACCOP 

and CPS, as well as conducting undercover 

operations in social media and chat rooms.

The Ministry of Interior, through the 
Academy of Police and with the support 
of partners, should establish and provide 
relevant and specialised training to build 
the capability of all relevant officers.

ASP, together with the General Prosecutor’s Office, 

should take the necessary steps, with the support 

of international partners, to ensure that the 

ICACCOPS system is utilised to its full potential 

and that it is recognised by the prosecutors.

AKEP, in collaboration with the Ministry of Interior 

and the General Prosecutor’s Office, should put 

in place processes to ensure that the steps for 

determining IP addresses are followed within 

a matter of weeks and not months. They should 

determine a deadline for all ISPs to put in place the 

measures necessary for complying with the legal 

obligation of the identification of the end users. A 

clear action plan with clear milestones should be 

put in place in consultation with ISPs. Designated 

contact points on each side, designated forms 

and accelerated procedures should be included in 

this plan. Incentives may be found in cooperation 

Open Lecture at the Security Academy, 
2019.  UNICEF/Albania/Beci/2019
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with the Ministry of Finance and Economy to ease 

the financial burden of the actions required.

AKEP should consider establishing a 
central portal through which IP resolution 
requests can be undertaken quickly 
through pre-established forms accessible for 

the police to fill in and submit to ISPs. These, in 

turn, should respond back through the portal, 

which will also provide AKEP with oversight 

of the requests submitted, as well as a clear 

understanding of the time frames involved.

ISPs must take steps to provide lawful 
assistance to the police in a timely 
manner. Identification of individual suspects 

behind a public IP address is potentially possible 

through greater cooperation between the police 

and ISPs. However, this requires assistance of 

the ISPs, either through open cooperation or a 

clearer legislative mandate. ISPs need to provide 

greater clarity on the data they hold and to hand 

over all data related to specific IP addresses for the 

police to continue their investigation. ISPs should 

consider providing direct access to the system 

with limited access to Single Points of Contact in 

the police and consider any other data that they 

record or can easily record that would assist the 

police. If the current implementation of IPv4 17 Is 

a technological barrier to identifying the end user 

of an IP address, then a legislative mandate needs 

to be considered by the government to force 

the providers to move to IPv6. 18 The School of 

Magistrates should prioritise capacity building 

for judges and prosecutors on cybercrime and 

specifically on online child sexual abuse.

17 Internet Protocol version 4 (IPv4) is the fourth version of the 
communications protocol and is used currently throughout the world.

18 Internet Protocol version 6 (IPv6) is the most recent version, 
providing an identification and location system for computers 
on networks and routes traffic across the Internet. IPv6 was 
developed to deal with the long-anticipated problem of IPv4 
address exhaustion. IPv6 is intended to replace IPv4.

With regard to the determination of 
the age of the child in the sexual abuse 
materials, the Institute of Forensic 
Medicine should be detached from 
this responsibility. Regulations and clear 

procedures should be put in place whereby a 

judgement on the age of the child is undertaken 

by law enforcement officials of ASP.

The United Kingdom has regulated the domain 

of CSAM by outlining the following principles for 

police officers to use:

- Use your own experience and judgment 

to determine if a photograph shows a 

child and is indecent.

- Use the threshold of beyond reasonable 

doubt in this determination.

- Evaluate each photograph on its merits.

- Do not take into account any suspicions 

you have on the motivation of the 

suspect.

- In circumstances where there are 

uncertainties as to the correct category 

act in favour of the suspect.

Principles to Apply when Categorising Indecent Images of Children,Legal 

Guidance: Indecent Images of Children (IIOC), CPS 2018

https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikipedia.org/wiki/Communication_protocol
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/IPv4_address_exhaustion
https://en.wikipedia.org/wiki/IPv4_address_exhaustion
https://en.wikipedia.org/wiki/IPv4


25

3.3 Digital forensics unable 
to cope with massive 
backlog of cases

Whether computers, mobile phones, satnavs, cars, 

Smart TVs, drones, wearables, Internet of Things (IoT 

devices) and voice assistance, an array of devices 

exists designed to make life easier, but in so doing 

they record a wealth of information. However, just as 

the ordinary person uses such technology to make 

their life more comfortable and safe, those with a 

criminal disposition are using the same technology 

to take advantage of others. Law enforcement 

agencies, who historically, and still necessarily, 

have relied upon traditional evidence from ballistics, 

DNA, fingerprints and many other sources are 

being flooded with the demand for evidence and 

information from digital devices.

In dealing with a case of indecent images of children, where intelligence has 

led law enforcement to a residential address, it is no longer unreasonable for an 

officer to walk out having seized a range of different electronic devices in which 

evidence potentially exists to solve a case. 

This sub-chapter delineates the main findings that emerged from the desk 

review, direct observations and face-to-face meetings organised with the head of 

the Institute, head of the Computer Lab and the staff of the Lab. The results are 

based on the findings and areas of concern in terms of facilities, legal framework, 

equipment and software. 

Currently, the Computer Lab possesses the necessary forensic tools and 

hardware equipment to effectively accomplish its mandate, including regular 

updates of licences and software. The Lab deals with all types of crime referred 

to the Institute of Scientific Police, very few of which (around 2 per year) involve 

cases of CSAM. 

Within the ASP, the sector for the Examination of Computers and 
Audio-Video (the Computer Lab) is responsible for the forensic 
examination of electronic devices. The lab is an integral part of the 
structure of the Institute of Scientific Police and comprises eight 
examiners and head of sector. 



26

Specific findings

From 2017 to 2018, the number of requests submitted to ASP for forensic 
examination increased by more than 50 percent, from 685 to 1,111. 

At the time of the present assessment, the Computer Lab was unable to handle and 

respond in a timely manner to any more requests for digital forensic examination, as 

there were already in excess of 450 such cases, with more than 1,000 exhibits. This 

situation arose, in part, due to a lack of sufficient human resources to meet the 

demands placed on the Lab and the current backlog of cases. 

Prioritisation of cases

The Computer laboratory is working on a first-in first-out basis, and reports a failure 

of the prosecutors to understand the need to prioritise some cases and types of 

crime over others. When multiple cases of murder 

are submitted, the Lab has no autonomy for triage 

and to choose which to prioritise or even prioritise 

the examination of some exhibits over others. They 

have to respond to investigators and prosecutors 

always wishing to have a comprehensive and detailed forensic examination for their 

specific investigation. The result is a long queue of cases to be examined, pressure 

from prosecutors who want their case to be examined before the others, and delay 

in the examination and results from the digital forensics laboratory. 

In the event that the bottlenecks identified in the previous section are addressed, 

it is expected that the number of cases of CSAM and other types of online crimes 

against children investigated by the Cybercrime Unit will increase considerably. Given 

the current situation at the Computer Lab, this means that cases will be long delayed 

with the risk of child victims of sexual abuse, as well as other types of victim, not 

being identified. It is therefore paramount that the situation at the Computer Lab is 

addressed in parallel with the investigation process. 

Categorisation of CSAM

The Albanian legal framework lacks an appropriate and comprehensive definition of 

child pornography.19 As the investigation processes are streamlined, and we expect 

more cases to be handled by the investigators, understanding what constitutes 

CSAM will emerge as a pressing issue. 

The first matter to be considered is that CSAM may 
take various forms: photographs, animations, video–

photography, pseudo-photography,20 etc. 

19  Bisha, E., Sulstarova, A., Shapo, Zh. and Ymeri, H., WebFactor: Assessment of the Legal Framework and 
Institutional Readiness to address Child Sexual Exploitation and Abuse online in Albania, UNICEF in Albania; 
Shapo Consulting, Tirane, 2019. Pages 26–32. Available at: https://www.unicef.org/albania/reports/webfactor 

20  Pseudo-photography refers to a generatable image, transformable through computer software.

Most importantly, the assessment 
found that there is no strategy in 
place to prioritise cases from the 

police, prosecutor or Computer Lab. 

https://www.unicef.org/albania/reports/webfactor
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In addition, in prosecuting and judging a certain case and deciding on 

sentencing for the offenders, the prosecutors and courts will have to 

consider the aggravating and mitigating factors in the case. Understanding 

these with regard to indecent images is imperative at the same time as 

deciphering the technical aspects of the evidence. One such element 

will be the degree of involvement of the offender vis-à-vis CSAM, in any 

combination of possession, distribution or production. Another element is 

the severity of the child sexual abuse images and other materials as this 

varies according to what is depicted. Naturally, forensic examiners, officers 

or investigators in the case are required to grade the images based on the 

severity of the offence. The allocated grades will need to be included in 

any forensic report or statement so that any judgement is reflective of the 

classification. For example, in the UK, as of 2014, child sexual abuse images 

are divided into three categories (A being the most, and C the least, severe): 

Currently, ASP and the Computer Lab do not have a system in 

place to allow for the grading of CSAM according to severity. 

Hash Database

In addition to the grading of images, a hash database is used in many countries 

by law enforcement dealing with CSAM. When a suspect’s computer or other 

digital device is examined and all images and movies on the computer are 

to be recovered, an algorithm is applied across each and every image file 

to generate a unique hash value for each. The hash value is in essence a 

fingerprint for each file. At the end of the case, the hash values for the graded 

indecent images are stored in a database referred to as a Hash Database.

When the next case is processed, the hash values in that case can be 

compared against the database to identify quickly known indecent and child 

sexual abuse files, thus saving time and resources and, most importantly, 

preventing the need for yet another officer to be exposed to such images. 

The Hash Database can also hold hashes for ignorable files. For example, all the 

images and icons stored on a computer as part of the operating system are found 

in all computers with the same system. Each time such a computer is examined 

and these icons and images are recovered, they can quickly and easily be 

excluded because of the ignorable entries in the database. A Hash Database, 

therefore, enables a large percentage of images to be graded instantly at the 

click of a button, saving police vital time when there is a backlog of cases to 

be processed. However, currently, the Computer Lab does not have in place 

a Hash Database system for the codification and categorisation of materials. 

At the time the assessment was carried out, the Computer Lab 

facilities were reported to be temporary and unsuitable for 

accommodation of staff and appliances to carry out the work to 

the required standard, safely and without contamination. 

A. Images involving 
penetrative sexual 
activity and/or 
images involving 
sexual activity with 
an animal or sadism

B. Images involving 
non-penetrative 
sexual activity

C. Other indecent 
images not falling 
within categories 
A or B (e.g. images 
of erotic posing).

A Hash Database, 
therefore, enables a 
large percentage of 
images to be graded 
instantly at the click 
of a button, saving 
police vital time when 
there is a backlog of 
cases to be processed.

The hash value is in 
essence a fingerprint 
for each file.
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Recommendations 

As the investigation processes are established and streamlined and more and more cases of CSAM 

begin to be investigated, the investigators will have to start considering case prioritisation through 

factors such as risk (level of danger, risk of re-offence, etc.). In due course, APS will need to consider 

implementing a prioritisation model, either by modifying models already developed by police in 

other countries and that are directly applicable to local systems, legislation and work practices, or by 

developing and adopting an ad hoc system. Such a system will require a clear decision-making model, 

based on sound and acceptable criteria, and will have to start with the investigators and prosecutors 

making the first prioritisation when they submit requests to the computer lab. The initial deployment 

will best be served in the Cybercrime Unit, given their current remit for all cases involving CSAM. In 

addition, such a model would also allow the Computer Lab to gain sufficient autonomy in accepting 

or rejecting requests. There must be a clear understanding of all those accessing the services of the 

Lab that the prioritisation model is in place and requests submitted will be subject to this system.

In order to address the current backlog 
of cases awaiting digital forensic 
examination and anticipate the growing 
demand for CSAM cases, ASP should 
immediately double the Computer Lab 
human resources, especially as it can take 

15–18 months for new staff to become practically 

competent. In addition, the Ministry of Interior 

and ASP should plan and invest the necessary 

resources in improving the Computer Lab 

accommodation, ensuring sufficient space, 

establishing viewing rooms and clean rooms 

for the examination of biohazard devices.

In addition, when handling a case, 
the Computer Lab should have the 
authority to propose and decide on the 
examination strategy to apply in each case 

in consultation with the investigating officer and 

the prosecutor in charge. The strategy will cover 

how the forensic examination will be conducted, 

and to what depth, and should be linked to the 

case priority. The Lab needs to review both the 

generic and specific forensic strategy approaches 

and consider which approach better suits their 

needs and set-up. In addition, tools should be 

introduced into the Computer Lab to triage 

exhibits for large cases, not only to rule out 

irrelevant exhibits but also to enable quick results 

to be obtained for intelligence gathering. 

Introducing case prioritisation and increasing 

the autonomy of the Computer Lab should 

be established in the legal framework, 

requiring amendments to the Albanian CPC, 

as well as other legal and regulatory changes. The 

understanding and expectations of the investigators 

and prosecutors need to be managed through 

education, as they will need to understand the 

level of service they can expect and why.

Ministry of Interior and ASP need to 
make the necessary policy and regulatory 
amendments to introduce a grading 
system for CSAM, based on sound criteria. This 

action would greatly assist not only the examiners 

but also the justice system in deciding upon final 

sentencing for an offender found guilty. Clear 

guidelines on the application of such criteria should 

accompany the introduction of the system. Grading 

tools developed by companies and already available 

to law enforcement should then be made accessible 

to the police officers and forensic examiners. 
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Meanwhile, ASP should setup a local 
Hash Database in the Computer Lab 

that can be slowly populated with hash values 

from processed cases; over time this database 

will prove invaluable. The local database can 

refer to others that already exist, such as the one 

developed and run by Interpol. This action would 

ensure the exchange of real-time data on CSAM 

with international law enforcement agencies and 

increase the effectiveness of victim identification. 

A case management system involving not 

only the Computer Lab, but also the Cybercrime 

Unit must be established in order to:

- Record exhibit continuity and handling

- Record exhibit and case investigation notes

- Provide management with information 

on cases in the laboratory.

Comprehensive tracking of all cases 
must also be undertaken to understand 

how they are proceeding through the course of 

prosecution. This action would ascertain whether 

the digital evidence was utilised and whether it was 

necessary in the investigation. Such data would 

better inform the laboratory guidance on the depth 

of investigation necessary for different cases, as 

well as the usability of the evidence produced.

Last, but not least, ASP needs to ensure that they 

have mechanisms in place to assess and support 

the well-being of staff. Safeguards, such as daily 

and weekly maximum time frames, must be put 

in place to ensure staff do not spend excessive 

time in front of a computer grading IIOC and 

CSAM. Where staff are grading indecent images of 

children, regular breaks must be mandatory to step 

away from the visual display units to give both the 

eyes and the mind a break from seeing disturbing 

material. Staff who regularly undertake grading 

activities should also be provided with at least annual 

assessments by trained mental health professionals. 

This service must be in place for any officer who 

comes across indecent images of children and 

requires support in dealing with any lasting effects.
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4.  
Conclusions

The assessment undertaken as part of The Lost Cases shows clearly 
that online child sexual abuse and exploitation in Albania is a 
reality, sitting in plain sight. A great number of CSAM are being 
shared, distributed, downloaded and possibly produced in Albania. 
The picture drawn by this report is gloomy, as it is clear that up to 
now almost all online child sexual abuse cases are being lost. They 
are not being investigated and no action is taken by the principle 
duty bearers to identify offenders and look for the children who 
can still be rescued from paedophiles. 

Public authorities and also private actors need to understand 

that there is no time to lose. Every case that is referred to the law 

enforcement agencies and not resolved, for all the reasons identified 

above, and for others that may not have been captured here, involves 

a child who is potentially being sexually exploited and abused and 

not identified and not saved. 

Albania’s advantage in this area is that it can follow the steps of other 

countries who have experience of these issues, started dealing with 

them a long time ago and who have developed effective systems for 

case investigation, forensic examination and prosecution. 

The authors hope that The Lost Cases will serve as a starting point 

for concrete actions and measures to be put in place to address the 

numerous bottlenecks impeding timely and effective investigation 

of CSEA in Albania, and, ultimately, provide protection for children 

suffering from sexual abuse and exploitation. 
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 Annex 1:  
Stakeholders interviewed

Ador Koleka Lecturer, School of Magistrates

Altin Leksani CEO, ABCOM

Armando Gurakuqi Prosecutor, Prosecutor’s Office of Tirana

Artan Dashi Specialist, Police Directorate of Tirana

Bilbil Memaj Dean, Security Academy

Carlo D’Achille Team Leader, PAMECA

Carmine Pirozzoli Deputy Team Leader, PAMECA

Denion Mejdani Director, Monitoring, Control and Inspection, AKEP

Erion Bani Judge, Section for Minors, District Court of Tirana

Erol Akdag EU Delegation in Albania

Francesco Torcoli EU Delegation in Albania 

Hergis Jica Chief Inspector, Sector for Investigations of Computer Crimes, ASP

Holta Ymeri Lawyer

Ilir Zela Chairman, Authority for Electronic and Postal Communication 

Ilir Zhurka Specialist, Sector for Domestic Violence and Minors, ASP

Jan-Åke Kjellberg Head of Programme, Swedish International Development Cooperation 
Agency, SIDA

Jetmir Braha Director, Authorisations, AKEP

Joana Qeleshi Chairperson, District Court of Durres

Jorgo Cipa Head, Numeration, Network Security, Infrastructure and IT, AKEP 

Kastriot Gjoka Head, Sector for the Examination of Computers and Audio-Video, Institute of 
Scientific Police

Luljeta Ismajlukaj Inspector, Sector for Investigations of Computer Crimes, ASP

Marion Langford CPS Criminal Justice Advisor, UK Embassy

Romina Kuko Vice Minister, Ministry of Interior

Silvana Alimadhi Head, Sector for Domestic Violence and Minors, ASP

Sokol Berberi Lecturer, Head of the Continuous Training Programme, School of Magistrates

Xhevair Celoaliaj Director, Institute of Scientific Police
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